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Take-home message for students

Abstract

Crisis management in the Public Health Service (PHS) require a
paradigm shift, transitioning from a reactive medical provider to a
central strategic pillar of national security. Addressing 21st-century
hybrid threats — such as cyber-attacks, disinformation and sabotage
- the "Frankfurt Model” offers a blueprint for systemic resilience.
The framework moves beyond linear logistics toward a networked,
“whole-of-society” approach. Key components include scenario-
agnostic business continuity planning, information sovereignty via
offline redundancy and a four-level escalation framework. We con-
clude with five strategic imperatives: legislating multi-agency crisis
frameworks, embedding redundancy into critical infrastructure,
formalizing a permanent civil-military health command, develop-
ing secure interoperable communication platform and initiating
national societal resilience programs. Ultimately, we argue that
health and security are interdependent, requiring PHS to assume
a proactive, formative role in maintaining societal stability during
protracted crises.

Modern crisis management must look beyond clinical silos toward

systemic resilience and inter-agency cooperation. This requires proactive, scenario-agnostic planning,
digital sovereignty and the realisation that public health is an indispensable for national survival.
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Introduction

The geopolitical upheavals of the 21st cen-
tury, characterised by the proliferation of
hybrid threats and the escalating complex-
ity of global interdependencies, compel a
fundamental reassessment of state security
architectures. Civil defence and population
protection, in particular, face challenges
that extend far beyond traditional disas-
ter scenarios. In this context, the public
health sector is transitioning from a purely
reactive body to a central pillar of strategic
thinking on the preservation of national re-
silience. This necessitates a paradigm shift:
away from isolated, siloed crisis plans and
towards an integrated, whole-of-society
and proactive approach to crisis manage-
ment.

The contours of this new paradigm draw-
ing upon the strategic developments within
the Gesundheitsamt Frankfurt am Main,
located centrally in the metropolitan Rhein-
Main-Region, as a compelling case study.
A model is being developed here that is
founded on the principles of systemic re-
silience, operational endurance and pro-
found civil-military and cross-departmental
integration. It will be argued that, in the
face of modern, complex crises, the func-
tionality of the healthcare system is inex-
tricably linked to the stability of all other
critical infrastructures, and that the Public
Health Service (PHS) must assume a cen-
tral coordinating and formative role within
this new framework.

The anatomy of modern crises: From
linear logistics to systemic collapse

The traditional conception of a crisis, often
viewed as a linear event focused on a pri-
mary phase of initial response, is ceding to
a more complex understanding of cascad-
ing and protracted emergencies. A critical

analysis must distinguish between two fun-
damentally different phases of logistical
and care provision, the management of
which demands distinct capabilities.
The initial response phase can be concep-
tualised as a relatively orderly, hub-and-
spoke system. In such a model, central
nodes function as distribution points for
emergency services, equipment and the
first wave of casualties, geared towards im-
mediate threat mitigation and the mainte-
nance of a basic operational capacity. This
model is characteristic of well-defined in-
cidents with a limited geographical and
temporal scope.

In stark juxtaposition stands the sustained

societal impact phase, which marks the

diffusion of the crisis into the wider civil
society. The clear vectors of the initial re-
sponse dissolve into a multi-directional,
chaotic network that permeates the en-
tire social and infrastructural fabric of a
nation. The challenges are no longer pri-
marily logistical but systemic in nature:
the care for a high number of civilian ca-
sualties, the management of refugee flows
and displaced families, the consequences
of critical infrastructure failure and the
long-term psychological trauma. In this
phase, the healthcare system becomes the
critical fulcrum, the overloading of which
can precipitate a systemic societal collapse.

This complexity is potentiated by the mod-

ern threat spectrum, which spans across a

continuum from a state of peace, through

crisis, to open conflict. The most critical
phase is that of crisis,” which is defined
by a range of hybrid tactics designed to
destabilise a society long before a shot is
fired (Prasad et al. 2025; Miller and Miller

2015). These tactics include:

+ Disinformation and psychological
operations: The targeted dissemina-
tion of false narratives, designed to
erode trust in state institutions, emer-
gency services and allied forces, can
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foment social unrest and paralyse the
authorities’ ability to act.

+ Cyber-attacks: Targeted digital as-
saults on the IT infrastructure of hos-
pitals, command-and-control centres,
energy grids, or communication net-
works pose an existential threat by
directly disabling the nerve centres of
crisis management and medical care.

« Espionage and sabotage: The clan-
destine reconnaissance and physi-
cal disruption of critical infrastruc-
ture—from water supplies and trans-
port routes to pharmaceutical produc-
tion facilities—are aimed at eroding
the logistical and material foundations
of civil defence.

In the event of further escalation towards
a war-fighting scenario, this spectrum ex-
pands to include direct attacks on defence-
critical infrastructure, the deployment of
special forces, deliberately induced large-
scale accidents or environmental disasters
and ultimately the use of weapons of mass
destruction. The realisation that even na-
tions not situated on a direct geographi-
cal front line are existentially vulnerable
through these networked threats, that must
serve as the starting point for any modern
security strategy.

The imperative of systemic resilience:
Conceptual analogies and strategic
imperatives

The response to these complex threats can-
not lie in a mere quantitative increase of
existing capacities. It demands a qualita-
tive leap towards a system that is conceived,
from bottom up, to be resilient and capa-
ble of sustained operations. A valuable
conceptual model that entails logistical
autonomous, often mobile, military units
designed to ensure the operational freedom
and endurance of formations by providing
essential functional elements included

medical services. The strategic relevance
of this model for the civilian sector lies
in its recognition of medical care not as
an external service, but as an integral and
indispensable component of the entire
system’s resilience. The system is only as
robust as its ability to provide medical care
for and protect its personnel.

From this analogy, three core imperatives

can be derived for the Public Health Service

(PHS) as a key actor in civil health protec-

tion (Tinnemann et al. 2024):

1. Intrinsic resilience: The PHS must
develop the capacity to absorb exter-
nal shocks to the health system and
adapt dynamically to volatile situa-
tions whilst maintaining its critical
core functions. This implies organ-
isational redundancy, decentralised
command structures and indepen-
dence from wvulnerable, centralised
infrastructures.

2. Sustained operational capability:
Crises are not sprints; they are mara-
thons. Planning must be predicated
on the assumption of weeks or even
months of sustained pressure. This
requires strategic personnel and re-
source management that incorporates
factors such as staff rotation, psycho-
logical support (Psychosocial Emer-
gency Care), equipment stockpiling
and autonomous energy supplies.

3. Anticipatory planning: A reactive
posture is fatal in the face of mod-
ern crises. Modern crisis management
requires detailed, scenario-agnostic
and regularly exercised plans that de-
fine clear responsibilities, reporting
chains, communications protocols
and decision-making processes.

The systemic interdependence of the

healthcare system can be visualised as a

complex clockwork of interlocking cogs.

While the health system may be a cen-

tral driving gear, its function is entirely

dependent on the seamless interaction
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of all other gears: energy, water, logistics,
communications, security and public ad-
ministration. The failure of a single one of
these elements can bring the entire system
to a halt.

Operationalising the strategy: The
Frankfurt model of integrated crisis
management

The practical implementation of these ab-
stract requirements can be examined in
detail through the example of the City of
Frankfurt am Main. The crisis strategy
there is based on a multi-layered approach,
extending from internal organisational
reform to city-wide network integration

(Tinnemann et al. 2024; Tinnemann 2025).

The foundation is the Public Health Au-

thority Business Continuity preparation, a

strategic document that deliberately adopts

a scenario-agnostic prioritisation. The fo-

cus is not on preparing for a specific event,

but on building robust and flexible capabil-
ities. The measures implemented include:

« Organisational flexibility: The estab-
lishment of remote working protocols
and the comprehensive provision of
secure mobile communication tech-
nology reduce the dependency on
central office buildings and enable the
continuation of work even when phys-
ical access is impossible.

« Holistic preparedness: The guidance
encompasses not only official stockpil-
ing and procurement but also strate-
gic recommendations for the private
preparedness of employees. This is
done in recognition of the fact that
the personal resilience of emergency
personnel is a prerequisite for their
professional availability.

+ Information sovereignty: The main-
tenance of essential emergency docu-
ments in physical form (“red folders™)

and the deployment of autonomous of-
fline laptops with redundant databases
ensure decision-making and opera-
tional capability even during a com-
plete blackout of IT and communica-
tion infrastructures.

This approach, however, only develops

its full efficacy when embedded within

a city-wide structure. Under the guiding

principle of ”Joint Planning - Joint Ac-

tion,” a comprehensive Critical Infrastruc-
ture Network has been established. Here,
crisis management is understood not as
the task of individual authorities, but as

a permanent, cooperative, whole-of-city

undertaking that incorporates all operators

of critical infrastructure, security agencies
and relevant administrative departments.

This network operates within a clearly

defined and legally grounded Escalation

Framework, which ensures a response

proportionate to the situation (Hefl3berger

2024; Hafering 2024):

+ Level 1 (normal operations): Perma-
nent exchange and preventative plan-
ning within the CNI Network.

« Level 2 (special organisational struc-
ture): In the event of an emerging sit-
uation, a flexible, incident-specific co-
ordination and command structure is
activated from within the network.

+ Level 3 (major incidents command):
Activation of an administrative crisis
staff for pre-emptive disaster preven-
tion in the event of a threatened esca-
lation.

« Level 4 (major emergency decla-
ration): Following an official decla-
ration, the Emergency Management
Staff (operational) and the Adminis-
trative Staff (administrative) are con-
vened as the supreme command bod-
ies of the city.
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Proactive coordination and needs
analysis as strategic instruments

A decisive instrument for fostering this
networked culture and for proactively iden-
tifying challenges is the establishment of
strategic dialogue platforms, as institu-
tionalised by the Frankfurt Symposium
“be prepared”. This format systematically
brings together high-ranking experts from
all relevant civilian and military sectors, in-
cluding the police, the armed forces (Bun-
deswehr), medical associations, hospitals,
various levels of the health administration
and the city’s fire and rescue service.

The analyses and workshops conducted

within this framework have identified a

series of critical needs and challenges that

are shaping future planning (Tinnemann

et al. 2025):

« Management of patient flows: The
necessity of a seamless chain of care
for a large number of casualties, in-
cluding the establishment of a crisis-
proof digital patient record and an
intelligent, supra-regional system for
distributing patients to prevent local
services from being overwhelmed.

« The human resource bottleneck:
The resilience, endurance and protec-
tion of medical personnel represent
the system’s Achilles’ heel. The chal-
lenge of dual-assigned personnel (in-
dividuals with obligations to different
civil protection organisations in a cri-
sis) must be resolved through clear
rules of precedence.

« Physical and material security: En-
suring the material supply of hospitals
and their physical protection against
attack or sabotage must become an
integral component of major incident
planning for healthcare facilities.

+ Information management: Over-
coming the tension between the im-
mense information requirements of
all stakeholders and necessary mili-

tary or state security classifications
demands the creation of secure, inter-
operable communication platforms.

« Societal engagement: Crisis plan-
ning must systematically integrate the
primary care and outpatient sector,
whilst the general population must
be prepared through targeted public
information and education to become
a resilient and self-sufficient partner
in crisis management.

Conclusion

The strategic re-alignment of health pro-
tection culminates in the vision of a com-
prehensive ecosystem of health security.
Within this, the healthcare system is a fab-
ric of core processes (pre-hospital, hospital-
based and primary care, as well as the
public health functions of the PHS) and
support processes (logistics, laboratories,
pharmaceuticals, waste disposal). The cen-
tral coordination of this complex system
falls to a crisis coordination entity, ideally
the public health authority.

The ultimate conclusion, however, is the
recognition of this system’s dependencies
on a multitude of external actors. A func-
tioning healthcare system in a crisis is
inconceivable without a stable blood trans-
fusion service, a secure energy and water
supply, protection by the police and secu-
rity forces and functioning transport and
logistics networks.

The Frankfurt model sketched here is there-
fore more than a local crisis plan. It is the
starting to develop a blueprint for an in-
dispensable paradigm shift in the national
security posture. It transcends traditional,
silo-based thinking and establishes a cul-
ture of networked, shared responsibility.
Confronting the existential challenges of
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the 21st century is a whole-of-society en-
deavour, in which the Public Health Au-
thorities are called upon to play a central,
proactive and strategically coordinating
role. Security and health are two sides of
the same coin — a realisation that must
become the foundation of all future plan-
ning.

Five strategic imperatives for
national resilience

Based on the foregoing analysis, the follow-

ing five strategic imperatives are proposed

as essential for preparing a nation’s public
health system for future crises:

1. Mandate integrated crisis manage-
ment frameworks: National, state
and local governments must legislate
and enforce the creation of permanent,
multi-agency crisis management struc-
tures that legally bind all operators of
critical infrastructure, security agen-
cies and public services into a unified
planning and response framework,
moving beyond voluntary coopera-
tion.

2. Embed resilience and redundancy
as core design principles: All criti-
cal infrastructure, particularly within
the health, energy and digital sectors,
must be designed and regulated not
just for efficiency in peacetime, but
for resilience and redundancy in crisis.
This includes mandating standards for
offline operational capability, physical
security and supply chain diversifica-
tion.

3. Formalise a permanent civil-mili-
tary health security command: A
standing joint command structure,
comprising senior leadership from the
Public Health Service, the Ministry of

Defence and emergency services, must
be established and resourced to facil-
itate continuous joint planning, train-
ing, intelligence sharing and resource
coordination for national health secu-
rity.

4. Develop a national secure and in-
teroperable communication plat-
form: A single, secure and resilient
communication platform must be
commissioned and deployed to en-
able real-time information sharing
and the maintenance of a common
operational picture amongst all au-
thenticated stakeholders in a national
crisis, from local hospitals to national
government.

5. Launch a national programme for
societal resilience: A comprehensive,
long-term national programme must
be initiated to enhance societal re-
silience through public education on
personal preparedness, strategic train-
ing for essential personnel to mitigate
burnout and skill shortages and sup-
port for community-level resilience
initiatives.

Author contribution

The author wrote this manuscript based
on a presentation given on 21 Novem-
ber 2025 at the 3rd annual Symposium of
the Deutsche Gesellschaft fiir Offentliche
Gesundheit und Bevolkerungsmedizin e.V.
in Frankfurt am Main. Google AI Studio
Gemini 2.5 Pro was used to develop an
initial draft manuscript outline from the
author’s presentation slides that was used
by the author to write the manuscript.



F. Naujoks + The paradigm of networked crisis management + HBPH 2026 - pp.1-7

Acknowledgements

The author thanks the Deutsche Gesell-
schaft fiir Offentliche Gesundheit und
Bevolkerungsmedizin e.V. (https://bevoe
lkerungsmedizin.de) for financially sup-
porting the publication of this manuscript.
The views expressed in this publication are
those of the author and not necessarily re-
flect the views or policies of the Deutsche
Gesellschaft fiir Offentliche Gesundheit
und Bevolkerungsmedizin e.V., or imply
endorsement.

References

Hafering, S. (2024). Griines Licht fiir das neue Krisen-
abwehr- und Trainingszentrum - Stirkung des Krisen-
managements der Stadt Frankfurt. Available online at
https://feuer-haus.de/2024/10/17/gruenes-licht-fuer-da
s-neue-krisenabwehr-und-trainingszentrum-staerkung-
des-krisenmanagements-der-stadt-frankfurt/ (accessed
2/24/2026).

Hef3berger, K. (2024). Stirkung des Krisenmanagements
der Stadt Frankfurt. Available online at https://www.rhe
inmainverlag.de/2024/10/16/staerkung-des-krisenmana
gements-der-stadt-frankfurt/ (accessed 2/24/2026).

Miller, B. H./Miller, B. (2015). From WMD to WME: An
Ever-Expanding Threat Spectrum. Journal of Strategic
Security 8 (3 (Suppl)), 110-122. https://doi.org/10.5038/
1944-0472.8.35.1480.

Prasad, N./Diro, A./Warren, M./Fernando, M. (2025).

A survey of cyber threat attribution: Challenges, tech-
niques, and future directions. Computers & Security 157,
104606. https://doi.org/10.1016/j.cose.2025.104606.

Tinnemann, P. (2025). Der Offentliche Gesundheitsdi-
enst in Zeiten von Polykrisen. Hessisches Arzteblatt of
2025. Available online at https://www.laekh.de/heftarc
hiv/ausgabe/artikel/2025/februar-2025/der-oeffentlich
e-gesundheitsdienst-in-zeiten-von-polykrisen (accessed
2/24/2026).

Tinnemann, P./Naujoks, F./Wiggerich, E. (2024). Cri-
sis Management in Frankfurt aM: A Collaborative
Approach Using United Nations Guidance for Cross-
Authority Risk Assessment and Strategy Development.
In: P. Tinnemann/F. Naujoks/E. Wiggerich (Eds.). Crisis
Management in Frankfurt aM: A Collaborative Ap-
proach Using United Nations Guidance for Cross-Au-
thority Risk Assessment and Strategy Development,
Der Offentliche Gesundheitsdienst — Riickenwind fiir
Gesundheit! 73. Wissenschaftlicher Kongress | BVOGD
e.V., BZOG e.V,, DGOG e.V, Hamburg, 24.04.2024 -
27.04.2024. Georg Thieme Verlag.

Tinnemann, P./Pullmann, N./Westphal, T./Helm,
E./Hoglund-Braun, H./von Wagner, M. (2025).
Auswirkungen der Anderungen in der Global Sicher-
heitsarchitektur und mogliche Verantwortlichkeiten der
Gesundheitsidmter. Crisis Prevention (3).



https://bevoelkerungsmedizin.de
https://bevoelkerungsmedizin.de
https://feuer-haus.de/2024/10/17/gruenes-licht-fuer-das-neue-krisenabwehr-und-trainingszentrum-staerkung-des-krisenmanagements-der-stadt-frankfurt/
https://feuer-haus.de/2024/10/17/gruenes-licht-fuer-das-neue-krisenabwehr-und-trainingszentrum-staerkung-des-krisenmanagements-der-stadt-frankfurt/
https://feuer-haus.de/2024/10/17/gruenes-licht-fuer-das-neue-krisenabwehr-und-trainingszentrum-staerkung-des-krisenmanagements-der-stadt-frankfurt/
https://feuer-haus.de/2024/10/17/gruenes-licht-fuer-das-neue-krisenabwehr-und-trainingszentrum-staerkung-des-krisenmanagements-der-stadt-frankfurt/
https://www.rheinmainverlag.de/2024/10/16/staerkung-des-krisenmanagements-der-stadt-frankfurt/
https://www.rheinmainverlag.de/2024/10/16/staerkung-des-krisenmanagements-der-stadt-frankfurt/
https://www.rheinmainverlag.de/2024/10/16/staerkung-des-krisenmanagements-der-stadt-frankfurt/
https://doi.org/10.5038/1944-0472.8.3S.1480
https://doi.org/10.5038/1944-0472.8.3S.1480
https://doi.org/10.1016/j.cose.2025.104606
https://www.laekh.de/heftarchiv/ausgabe/artikel/2025/februar-2025/der-oeffentliche-gesundheitsdienst-in-zeiten-von-polykrisen
https://www.laekh.de/heftarchiv/ausgabe/artikel/2025/februar-2025/der-oeffentliche-gesundheitsdienst-in-zeiten-von-polykrisen
https://www.laekh.de/heftarchiv/ausgabe/artikel/2025/februar-2025/der-oeffentliche-gesundheitsdienst-in-zeiten-von-polykrisen

	Introduction
	The anatomy of modern crises: From linear logistics to systemic collapse
	The imperative of systemic resilience: Conceptual analogies and strategic imperatives
	Operationalising the strategy: The Frankfurt model of integrated crisis management
	Proactive coordination and needs analysis as strategic instruments

	Conclusion
	Five strategic imperatives for national resilience
	Author contribution
	Acknowledgements
	References

